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Abstract

The article examines the legal and practical aspects of the use of artificial intelligence
technologies in the investigation of criminal offenses. The relevance of the topic is due to the
digitalization of public relations and the increasing complexity of the ways of committing crimes,
which requires the introduction of modern technological solutions into the activities of law
enforcement agencies. The purpose of the study is to analyze the possibilities of using artificial
intelligence in criminal proceedings, identify related legal risks and identify prospects for improving
the legislation of the Republic of Kazakhstan.

The paper uses methods of legislative analysis, comparative legal research, systematic and formal
legal analysis. The possibilities of using artificial intelligence in processing large amounts of data,
analyzing video surveillance materials, identifying digital traces of criminal activity and investigating
cybercrimes are being considered. The article examines the foreign experience of introducing
intelligent systems into the activities of law enforcement agencies, as well as the current state of legal
regulation in the Republic of Kazakhstan.

The results of the study show that the use of artificial intelligence contributes to improving the
effectiveness of investigations through automated information analysis, establishing relationships
between participants in criminal activity and improving mechanisms to counter cybercrime. At the
same time, problems of legal regulation have been identified related to the lack of a clear procedural
status of the results of the work of intelligent systems, issues of the admissibility of digital evidence,
the distribution of responsibility for algorithmic errors and ensuring the protection of human rights.

It is concluded that at the present stage, the results of the functioning of artificial intelligence
systems cannot be considered as independent evidence in criminal cases and should be used
exclusively as an auxiliary tool with mandatory human control. The necessity of further improving the
legislation of the Republic of Kazakhstan in terms of determining the legal status of digital evidence,
introducing mechanisms for independent audit of algorithmic systems and strengthening guarantees
for the protection of citizens' rights and freedoms when using artificial intelligence technologies in
law enforcement is substantiated.

Key words: artificial intelligence, criminal investigation, digitalization, Legal Regulation,
cybercrime, digital evidence, algorithm, personal data.

71



https://doi.org/10.51889/2959-6181.2026.84.2.008
mailto:%20Apparova_s%20@mail.ru
https://orcid.org/0009-0003-2630-0036
https://orcid.org/0009-0005-1066-2379
https://orcid.org/0009-0003-2630-0036
https://orcid.org/0009-0005-1066-2379
https://orcid.org/0009-0003-2630-0036
https://orcid.org/0009-0005-1066-2379
https://orcid.org/0009-0003-2630-0036
https://orcid.org/0009-0005-1066-2379

Ab6aii amvinoaevr Kas¥I1V-niy XABAPLIBICHI, «IOpucnpyoenyusy cepusicol, Ne2(84), 2026 orc.

Annaposa C.3.", buscanoea A.P. !
'Abai amvinoazvl Kasax ¥nmmuix neoacocuxanvlx yHugeepcumemi

KBLJIMBICTAPIBI TEPTEYIE JKACAH/IbI UHTEJUIEKTTI KOJIIAHY:
KA3AKCTAH PECIYBJMKACBIHIAFBI KYKBIKTBIK
TOYEKEJIJIEP MEH ITEPCITEKTHBAJIAP

Anoamna

Makanaga KbUIMBICTBIK KYKBIK OY3YIIBUIBIKTApPAbI TEpPrey Ke3iHAe >KacaHAbl HWHTEIUICKT
TEXHOJIOTUSIIAPBIH KOJAAHY/BIH KYKBIKTBIK YKOHE NMPAKTHKAIBIK aCIEKTiIepi 3epTTenreH. TaKbIphII-
TBIH ©3€KTLIIr KOFaMIBIK KaThIHACTapIbl HU(PIaHIBIpyFa KOHE KYKBIK KOpFay OpraHIapbIHBIH
KbI3METIHE 3aMaHayW TEXHOJIOTHSUIBIK IIENNMAEPAl €HTI3y[l Tajanm eTeTiH KbUIMBIC jKacay
TOCUIIEPIHIH KYpJeleHyiHe OalnaHbICTBl. 3epTTEYAIH MaKcaThl KbUIMBICTBIK COT iCiH JKyprizyzae
KacaHIbl HMHTEUIEKTTI MaijagaHy MYMKIHIIKTepiH Tanjnay, OChIFaH OaillaHBICThl KYKBIKTBIK
ToyeKeIIepli aHbIKTay koHe Kazakcran PecmyOiMKachIHBIH 3aHHAMACKHIH JKETUIIIPY TEpCIeKTHRA-
JIapbIH aiiKbIHAY OOJBIN TaObLIabI.

JKympicTa 3aHHAMaHBl Tal/ay, CaITBICTHIPMAIBI-KYKBIKTBIK 3EpPTTEy, JKYHMETIK XOHE PECMH-
KYKBIKTBIK Tajjiay oicTepi KOMAAHBULABL. JlepeKTepAiH YIKEH MacCHUBTEpiH eHJey, OciiHeOaKpLiay
MaTepUaAIIapbIH TAAAY, KbIMBICTBIK OPEKETTIH CaHIBIK 13/IepiH aHBIKTAY KOHE KHOCPKBUIMBICTAP,IBI
Teprey Ke3iHJe »acaHIbl MHTEUIEKTTI KOJJIaHy MYMKIHIIKTEpi KapacThlpbuianbl. KyKbIK Kopray
OpraHJapbIHBIH KbI3METiHE 3HATKEPIIK >KYHenepHi eHTi3y[diH MeTeNIiK ToKipudeci, CoHmai-aK
Kazakcran PecnyOnukachlHAarbl KYKBIKTBIK PETTEYI1H Ka3ipri jKaFaaibl 3epTTeIl.

3epTTey HOTHXKENEpl JKAcCaHIhl WHTEIUICKTTI MaiJaiaHy akmaparThl aBTOMATTaHIIBIPBIIFAH
Tanjay, KbUIMBICTBIK OPEKETKE KATHICYIIbUIAp apachlHAa OalIaHbIC OpHATY KoHE KHOEpPKbUIMBICKA
Kapchl TETIKTEpAl >KETULAIPY apKpUIbl TEprey THIMIUITIH apTThIPYFa BIKMNAJT €TETiHIH KOpCEeTel.
CoHbIMEH KaTap, 3USTKEPIIIK KyHenep )KYMBICBIHBIH HOTHKENEPIHIH HAKTHI 1C KYPrizy MopTedeciHiH
OonMaybIMeH, HUQPIBIK JoNIeneMeNepre ol 0epy, alropuTMAIK KaTeNiKTep YIIIH KayarlKepIi-
miKkTi Oenly JKoHE ajaM KYKBIKTapblH KOpFayJbl KaMTamachl3 €Ty MoceseliepiMeH OallaHbICThI
KYKBIKTBIK PETTEY Maceseliepi aHBIKTAIIJIBL.

Kasipri ke3eH e *xacaH/1bl UHTEJUIEKT JKYHeIepiHiH KYMBIC ICTey HOTHKeNepl KbUIMBICTBIK iCTep
OoMbIHIIA aepOec aomenyieMenep peTiHIe KapacThIpblia aJMaibl JKOHE TEK ajaM TaparblHaH
MiHAETTI Oakpliay Ke3iHIe KOMEKIN Kypald peTiHAe MaiJaiaHbUlybl KepeK AETeH KOPBITHIH/bIFa
kenmi. Hudpasik nonenaemenepaiH KYKBIKTHIK MOpTeOeCiH alKbIHAAY, aJTOPUTMIIK >KYyHeIepaiH
TOyeNCi3 ayauT TETIKTepPIH EHri3y KOHE KYKBIK KOpFay KbI3METIHIE »KAacaHIbl WHTEIIEKT
TEXHOJIOTHSUTAPBIH TalgalaHy Ke3iHJe a3aMaTTapiAblH KYKBIKTapbl MEH OOCTaHIBIKTApBIH KOpFay
KeMUIIIKTepiH kymeity Oemirinae Kazakcran PecmyOnukachlHBIH 3aHHAMACHIH OJaH 9pi KETUAIpY
KA KETTLJIII HETi3C/TeH.

Tyilin ce3mep: XkacaHIbl WHTEIUIEKT, KBUIMBICTBIK 1CTEpIi Tepremn-Tekcepy, IUQpiIaHaspy,
KYKBIKTBIK PETTEY, KHOSPKBIIMBIC, U PIIBIK JJIENIEME, ITOPUTM, JIepOec TepeKTep.

C.3. Annaposa *, A.P. Buscanosa *
'Kazaxckuti HayuonanvHulil nedazocuyeckutl yHugepcumem umenu Abas

HNCITIOJBb30BAHUE HCKYCCTBEHHOI'O UHTEJIJVIEKTA ITPH PACCJIEJOBAHHUU
MPECTYILJIEHUI: TPABOBBIE PUCKHA U IEPCIIEKTUBBI B PECITYBJINKE
KA3AXCTAH

Annomayus
B crarbe wuCCIemyrOTCS TpaBOBBIE M TMPAKTHYSCKHE ACICKTHI TPUMEHEHHS TEXHOJOTHI
MCKYCCTBEHHOTO MHTEIJICKTa TPU PACCIENOBAHHH YTOJOBHBIX IMPaBOHAPYIIEHUH. AKTYaTbHOCTb
TeMbl 00ycioBleHa NU(pOBU3aANMEH OOIIECTBEHHBIX OTHONIEHHUH W YCJIOKHEHHUEM CIIOCOOOB
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COBEPILICHUS TPECTYIUICHUH, YTO TpeOyeT BHEIPEHHS COBPEMEHHBIX TEXHOJIOTHMYECKUX PEIICHUH B
JEATENbHOCTh  MPABOOXPAHUTENBHBIX ~ OpraHoB. Llenplo  WccrnenoBaHust — SBISAETCS — aHAIN3
BO3MOXXHOCTEH HCIIOJIb30BaHUSI HMCKYCCTBEHHOTO HHTEIUIEKTa B YTOJOBHOM CYJONPOU3BOJICTBE,
BBIABJICHHUC CBA3AHHBLIX C 3TUM IIPABOBLIX PUCKOB U OMPCACIICHUC MCPCICKTUB COBCPIICHCTBOBAHUA
3akoHozaTenbeTBa Pecniyonmmku Kasaxcran.

B pabore wucnonp30BaHBl METOABl AHANIM3A 3aKOHOAATENbCTBA, CPABHUTEIHLHO-IIPABOBOIO
HCCIIEIOBAHMSI, CHCTEMHOTO ¥ (hOpMaIbHO-FOPHIMYECKOr0 aHaIN3a. PaccMaTpuBaroTCs BO3MOXKHOCTH
MPUMEHEHHsI MCKYCCTBEHHOTO HMHTEJUIEKTa MpH 00paboTKe OONBIIMX MAacCHBOB JIAHHBIX, aHAIN3E
MaTepuaIoB BHICOHAONIOACHHS, BBIBICHUH LU(PPOBBIX CIEIOB IPECTYIHON JEATEIbHOCTH |
paccienoBanun kuOepnpectymienuil. McenenoBan 3apyOeKHBIH ONBIT BHEAPEHUS! MHTEIUICKTYallb-
HBIX CHCTEM B JICSATEIHHOCTH ITPABOOXPAHHUTEIBHBIX OPTraHOB, a TAKKE COBPEMEHHOE COCTOSHHE
paBoBOro perynupoBanus B Pecybnmke Kazaxcran.

PesynpTaTsl HMcclienoBaHHMS IMOKA3bIBAIOT, YTO MCIOJIB30BAHME HCKYCCTBEHHOTO WHTEIIEKTA
CIIOCOOCTBYET MOBBIMIEHUIO 3((EKTUBHOCTH PAcCiIeIOBaHNA 3a CUET aBTOMATH3UPOBAHHOTO aHAIM3Aa
uH(OpMaIK, YCTAaHOBIEHHS B3aUMOCBSA3EH MEXIy YYaCTHHKAMH IIPECTYIMHOW IESTeIbHOCTH H
COBCPULICHCTBOBAHUS MCXAaHN3MOB HpOTI/IBOIIef/'ICTBI/Iﬂ KI/I6CpHpCCTYHHOCTI/I. BwmecTe ¢ TeM BBISBICHBI
npoOJieMbl TIPAaBOBOTO PEryJIMPOBAHUS, CBS3aHHBIE C OTCYTCTBHEM YETKOTO IPOIECCYabHOTO
cTaryca pe3ylibTaTOB pabOThl MHTEIUICKTYAIBHBIX CHCTEM, BOIPOCAMH JOIYCTUMOCTH IU(POBBIX
JI0Ka3aTeNbCTB, PACIPEETICHUs] OTBETCTBEHHOCTH 32 JITOPUTMHUYECKUE OIMMOKM M 00ECHeYCHUS
3aIIUTHI PAB YEJIOBEKA.

CrnenaH BBIBOA O TOM, YTO Ha COBPEMEHHOM 3Tale pe3ysbTaTbl (YHKIIMOHMPOBAHHS CUCTEM
HCKYCCTBCHHOI'O MHTCJUICKTA HC MOI'YT paCCMATPUBATLCA B KAYCCTBC CaAMOCTOATCIIBHBIX 1OKa3aTClib-
CTB TIO YTOJIOBHBIM JieJlaM U JOJDKHBI HCIIOJB30BAThCS HMCKIIOYUTENHFHO KaK BCIIOMOTATENbHBIN
MHCTPYMEHT MpU 005S3aTEIbHOM KOHTPOJIE CO CTOpPOHBI yenoBeka. OOOCHOBaHA HEOOXOAMMOCTb
JaTbHEWIIero COBEPIICHCTBOBAHNUS 3aKOHO1aTenbcTBa Pecyonuku Kasaxcran B yactu onpeneneHus
IMpaBOBOro craryca III/I(bPOBI)IX AO0Ka3aTCJIbCTB, BHCAPCHUA MCXAHU3MOB HE3aBUCHUMOI'O ayJduTa
AITOPUTMUYECKUX CHUCTEM M YCHJIEHUS TapaHTMH 3allluThl NpaB M CBOOOJ TpakaaH IpU
HCITOJIb30BAHNH TEXHOJIOTHI HCKYCCTBCHHOI'O MHTCJIJICKTA B HpaBOOXpaHI/ITeJ'II)HOI\/II JACATCIIbHOCTU.

KiioueBble cJI0Ba: HMCKYCCTBEHHBIH HMHTEIUIEKT, YTOJOBHOE paccieloBaHue, IU(pOBU3AIIMS,
NPaBOBOE  PETYIMPOBaHME, KUOEPIPECTYMHOCTh, HU(POBBIE  JOKa3aTeIbCTBA,  AITOPUTM,
NIEpCOHAJIbHBIE JaHHBIE.

Introduction

At the present stage, digital technologies are rapidly developing worldwide and have a significant
impact on all spheres of society. The digitalization of social relations is transforming the content and
organization of public administration, the economy, education, healthcare, and law enforcement
activities. These changes also affect the law enforcement system, requiring it to adapt to new
demands. Whereas in the past most crimes were committed using traditional methods, today many
offenses are closely connected with the internet environment, electronic systems, and digital
technologies. In this regard, traditional methods of criminal investigation do not always fully meet
modern requirements.

In recent years, the use of artificial intelligence technologies in the activities of law enforcement
agencies has become widespread in international practice. Artificial intelligence makes it possible to
quickly analyze large volumes of data, predict potential criminal risks, process video surveillance
materials, identify faces, detect digital evidence, and improve analytical decision-making processes
during investigations. Such technologies not only increase the efficiency of investigations but also
enable the optimal use of law enforcement resources.

In the Republic of Kazakhstan, the digitalization process is also being implemented step by step.
Within the framework of the «Digital Kazakhstan» state program, new information technologies are
being introduced into the activities of state bodies, while video surveillance cameras, electronic
databases, information-analytical platforms, and elements of digital forensics are increasingly being
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used in the law enforcement system'. At the same time, the issue of using artificial intelligence tools
in the activities of law enforcement agencies has become increasingly relevant. However,
comprehensive legal regulation of the use of artificial intelligence in criminal proceedings has not yet
been fully established in Kazakhstan. Current legislation does not sufficiently define the procedure for
using algorithmic systems in investigative activities, their legal status, the evidentiary value of their
results, or issues of liability arising from their use.

In this regard, the study of the legal foundations for the use of artificial intelligence technologies
in criminal investigations is of particular scientific and practical importance. On the one hand,
artificial intelligence can improve the efficiency of crime detection and investigation; on the other
hand, it creates a number of legal risks related to the protection of constitutional rights and freedoms.
In particular, violations of the right to privacy, unlawful processing of personal data, algorithmic
discrimination, lack of transparency and explainability of automated decisions, as well as the
possibility of identification errors, are among the pressing issues requiring legal regulation.

At the same time, issues concerning the admissibility of information obtained through artificial
intelligence technologies as evidence, the determination of procedural liability for algorithmic errors,
and the establishment of effective mechanisms of judicial oversight remain insufficiently studied. In
particular, the use of facial recognition systems and predictive analytics requires the establishment of
clear guarantees for the protection of citizens’ rights and legitimate interests.

Although the issues related to the use of artificial intelligence in law enforcement activities have
been considered in the works of foreign and domestic scholars, most studies focus on technological or
general legal aspects. However, within the framework of the criminal procedure system of the
Republic of Kazakhstan, the legal foundations, legal risks, and mechanisms for regulating the use of
artificial intelligence have not yet been comprehensively examined. This indicates that the scientific
development of this issue remains incomplete.

The purpose of the study is to analyze the legal foundations, risks, and prospects of using artificial
intelligence technologies in criminal investigations in the Republic of Kazakhstan and to develop
proposals for improving their legal regulation.

To achieve this goal, the following objectives were established: to determine the main areas of
application of artificial intelligence technologies in criminal proceedings; to study the characteristics
of artificial intelligence tools used by law enforcement agencies; to analyze international experience;
to assess the current regulatory and legal framework of the Republic of Kazakhstan; to identify legal
risks and legislative gaps; and to develop proposals for improving legal guarantees for the protection
of human rights in the use of artificial intelligence in law enforcement activities.

International experience demonstrates the importance of introducing the principles of
transparency, accountability, independent oversight, judicial control, and ethical regulation when
using artificial intelligence in law enforcement agencies. In this regard, there is a need to develop
special legislation on artificial intelligence in the Republic of Kazakhstan, including legal norms
regulating the use of artificial intelligence in criminal proceedings and the activities of law
enforcement agencies. The effective implementation of artificial intelligence in the investigation
system is possible only if a balance is maintained between public security interests and the protection
of fundamental human rights and freedoms.

Materials and Methods
The research materials included regulatory legal acts of the Republic of Kazakhstan, international
documents, scientific publications, and analytical materials on the use of artificial intelligence in law

" Resolution of the Government of the Republic of Kazakhstan No. 827 of 12 December 2017 "On Approval of the
State Programme 'Digital Kazakhstan' (as amended on 1 October 2020) was repealed by Resolution of the Government
of the Republic of Kazakhstan No. 311 of 17 May 2022. Available at:
https://prg.kz/document/?doc_id=39315220&pos=35;111 (accessed: 14.04.2026).

80




BECTHUK Ka3HIIY umenu Abas, cepus «FOpucnpyoenyusny, Ne2(84), 2026 e.

enforcement agencies. The study applied methods of legal analysis, comparative legal method, system
analysis, and methods of generalizing international experience in the use of artificial intelligence
technologies in criminal investigations. In addition, the existing legal risks and prospects of
introducing artificial intelligence into the criminal procedure system of the Republic of Kazakhstan
were examined.

Results and discussion

One of the pros of Al- ability to analyse information of huge numbers in a short amount of time.
This technology is able to do actions accurately similar to what people’s thinking and analysing
abilities could. Nowadays, while looking deeper into crimes they use the telephone calls, messages,
bank operations, camera footage, and all the other digital information as a meaningful verdict. There
is just no way that one could analyse the tons of evidence like these. So the Al can easily figure out
the link between all the verdicts and approximately makes interrogation way easier.

It is believed that many digital traces are left in the course of criminal activities. It might include
bank transactions, calls, geolocation data, social media activity and all the actions taken place by
internet. Al systems recycle all this information automatically, suspect’s circle of contacts and gives
an opportunity to get the movements and actions of his. Not only does it help with finding suspected
one, but also finds a similarity between crime actions and gives a

Scheme that’s gonna be a lot more of a help.

Digital forensics has become one of the key arecas of modern criminal investigations, as a
significant portion of evidence is obtained from electronic information carriers, including video
recordings, emails, messenger communications, banking transaction data, internet traffic records,
computers, and smartphones. Artificial intelligence technologies significantly facilitate the collection,
processing, and analysis of such digital evidence. Al-powered forensic tools are capable of recovering
deleted files, examining electronic communications, identifying links between devices, and
automatically detecting suspicious activities. Considering that modern electronic devices may contain
thousands of files, photographs, messages, and other forms of digital information, the use of Al
substantially accelerates investigative procedures and improves the effectiveness of evidence
examination.

As a regard, the need of inputting new technologies in the digital forensics is rising. Al is also
widely used in CCTV cameras.This types of cameras have been put in the cities and look after public
places all day. However, it’s impossible to review all the details on your own. In these cases computer
sight technologies help to recognise a face, movements and suspicious behaviour of one.

In addition, artificial intelligence is widely used as an effective tool for ensuring public safety,
identifying wanted persons, monitoring road traffic, and rapidly detecting emergency situations.
However, the use of such technologies must comply with the principle of respect for citizens’ privacy.
Excessive digital surveillance may negatively affect democratic values and fundamental rights.
Therefore, maintaining a balance between security and individual freedom remains essential [1].

In recent years, the number of offenses committed through the Internet has increased
significantly. Judicial practice increasingly encounters cases involving online fraud, phishing, hacking
attacks, and the theft of banking data. In the detection and investigation of such crimes, artificial
intelligence systems automatically analyze suspicious activities within network infrastructures.

In the field of cybersecurity, artificial intelligence assists in identifying malicious software,
monitoring suspicious transactions, and preventing online fraud. For example, in banking systems, Al
technologies analyze customers’ routine behavioral patterns and automatically detect unusual
transactions, generating alerts about potential threats. Given the growing number of cybercrimes in
Kazakhstan, the importance of these technologies continues to increase.

Alongside numerous advantages, the use of artificial intelligence in criminal investigations also
gives rise to significant legal risks. First and foremost, the protection of personal data remains a
critical issue. Al systems collect and process vast amounts of information. If such data are used

unlawfully or disclosed to third parties, the rights and legitimate interests of citizens may be violated.
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Another important concern relates to algorithmic errors. In certain situations, artificial intelligence
may generate inaccurate results and incorrectly identify an individual as a suspect. Such errors can
have serious implications for the protection of human rights. Furthermore, many Al systems operate
according to the «black box» principle, meaning that the decision-making process of the algorithm is
not fully transparent or understandable. This lack of transparency may raise concerns regarding the
fairness, accountability, and legitimacy of criminal investigations.

Researchers studying the application of artificial intelligence note that it can be unpredictable (it
may produce a result different from the expected one [2, p.1360], which may be readable but not
explainable from the perspective of existing judicial practice), unreliable, and its actions may lack
transparency for human understanding [3, p.1370]. In addition, it may be biased [4, p.2-3]. The
decision-making process of artificial intelligence may be based on the number of sources it considers
necessary, meaning that it independently selects important documents (for example, out of 100
documents on a topic, it may choose only 2 while ignoring all the others). This is because the
decision-making model is based on a specific digital code, and some data cannot be compressed by
artificial intelligence without loss [4, p.5].

One of the important issues related to the implementation of artificial intelligence in criminal
investigations is the question of legal responsibility. In practice, situations may arise where an
automated system makes an incorrect analytical conclusion, identifies the wrong individual, or
generates inaccurate recommendations for investigators. In such cases, determining responsibility
becomes extremely complicated. It remains unclear whether responsibility should be assigned to the
software developer, the law enforcement officer using the system, or the state institution that
implemented the technology.

Therefore, the development of legal norms regulating liability for damages caused by artificial
intelligence systems is becoming increasingly necessary. Another important issue concerns the
admissibility of digital evidence obtained through artificial intelligence technologies. Modern criminal
proceedings require that evidence be collected, verified, and evaluated in accordance with procedural
law.

However, Al systems often process information using complex algorithms that may not be fully
understandable even to technical specialists. As a result, courts may face difficulties when
determining whether such evidence is reliable and legally admissible. This creates the need for
procedural standards regulating the collection and use of Al-generated evidence in criminal cases.
Furthermore, artificial intelligence systems heavily depend on the quality of data used during their
training process. If the data contains incomplete, outdated, or discriminatory information, the
algorithm may produce biased outcomes.

This issue is particularly dangerous in the sphere of criminal justice because any discriminatory
decision may violate the principle of equality before the law. For example, predictive policing
systems may focus more attention on certain social groups or geographical areas based on historical
crime statistics. Consequently, the use of such systems without proper supervision may contribute to
social inequality and undermine public trust in law enforcement agencies.

In this regard, it is important to develop digital culture and legal literacy in society. Citizens need
to know how their data is used and what potential risks may exist. In addition, law enforcement
agencies must work with the public in an open and transparent manner. If citizens do not understand
how artificial intelligence is used, this may lead to a decrease in trust in the state.

Today, many countries widely use artificial intelligence technologies in their law enforcement
systems. In particular, the experience of the United States, China, and European countries attracts
special attention [5].

The jurisdictions of the People’s Republic of China (PRC) and the European Union (EU) strive
for leadership in the field of artificial intelligence technologies; however, their approaches to the
development and implementation of regulatory acts differ significantly. The EU places emphasis on
strict regulation and the protection of human rights, which contributes to the formation of ethical
standards in various fields, including defense, but also causes criticism due to possible restrictions on
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innovative activity. A key element of this strategy became the Artificial Intelligence Act adopted in
2024, which establishes a legal framework for the safe use of Al and the protection of citizens’ rights.
In contrast, China applies a centralized approach aimed at stimulating innovation and ensuring rapid
decision-making. Such an approach allows the country to remain at the forefront of Al legal
regulation by implementing effective mechanisms such as the «Regulation on the Management of
Algorithms» and the «Personal Information Protection Law». Nevertheless, there is a risk that the
emphasis on the rapid implementation of technologies may lead to insufficient protection of citizens’
rights [6].

Cyber security also remains one of the central challenges associated with the use of artificial
intelligence in criminal investigations. Al systems operate through digital infrastructure and process
significant amounts of sensitive information, including personal data, criminal records, and
surveillance materials. If these systems are attacked by cybercriminals, confidential information may
be stolen, altered, or manipulated. Such incidents may not only disrupt criminal investigations but also
threaten national security. Therefore, the implementation of strong cyber security mechanisms and
regular technical audits is essential for ensuring the safe operation of Al technologies in law
enforcement bodies. Public control and transparency are also important conditions for the lawful use
of artificial intelligence. Citizens should clearly understand the purposes for which Al systems are
being introduced, how their personal information is processed, and what safeguards exist against
abuse.

Transparent legal procedures may help prevent unlawful surveillance and strengthen confidence
in state institutions. In democratic societies, the use of artificial intelligence in law enforcement
should always remain subject to judicial oversight and independent monitoring mechanisms. Criminal
activities committed through digital technologies frequently cross national borders, making it difficult
for a single country to investigate such crimes independently. For this reason, states need to cooperate
by exchanging information, harmonizing legal standards, and developing common approaches toward
Al regulation. International organizations such as the United Nations, the Council of Europe, and the
OECD are already actively discussing ethical and legal principles concerning artificial intelligence
technologies [7].

International practice demonstrates that artificial intelligence technologies are increasingly
integrated into criminal investigation and forensic activities. One of the most significant areas of
application is the analysis of large volumes of structured and unstructured data. Al systems are
capable of processing information obtained from various sources, identifying hidden correlations, and
generating analytical insights that may support investigative decision-making. Such capabilities
substantially reduce the time required for information processing and improve the efficiency of
criminal investigations.

Another important area concerns the use of computer vision technologies. Modern facial
recognition systems and image analysis algorithms assist law enforcement agencies in identifying
suspects, analyzing surveillance footage, detecting relevant objects, and enhancing the quality of
digital images obtained during investigative activities. These technologies contribute to more effective
examination of visual evidence and facilitate the identification of persons involved in criminal
offenses.

Artificial intelligence is also increasingly applied in predictive analytical systems. By processing
historical crime data and statistical indicators, Al tools can identify geographical areas or
circumstances associated with an elevated risk of criminal activity. Such analytical instruments may
assist law enforcement agencies in the allocation of resources and the implementation of preventive
measures. Similar approaches are reflected in Kazakhstan's ongoing digital transformation initiatives
within the law enforcement sector [8].

The growing complexity of cybercrime has further expanded the role of artificial intelligence in
criminal investigations. Al-based solutions are used to detect suspicious network activities, analyze
blockchain transactions, identify potential cyber threats, and support investigations involving digital

assets and cryptocurrency-related offenses [9].
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In addition, digital forensic software equipped with Al capabilities assists specialists in recovering
deleted information, processing encrypted data, and verifying the integrity and authenticity of digital
evidence.

Despite the significant advantages of artificial intelligence technologies, their implementation
requires appropriate legal safeguards. In many jurisdictions, the principle of human oversight remains
fundamental. Under this approach, artificial intelligence serves as an auxiliary analytical instrument,
while legally significant decisions continue to be made by authorized officials who bear procedural
responsibility for their actions. Furthermore, the operation of Al systems is generally subject to legal
requirements concerning personal data protection, transparency, accountability, and the prevention of
discriminatory outcomes resulting from algorithmic decision-making. The scientific aspects of this
process in jurisprudence are discussed in detail in materials on the use of artificial intelligence in
criminology [10].

Artificial intelligence technologies may also contribute to improving the efficiency of forensic
examinations. For example, Al systems are capable of comparing fingerprints, analyzing DNA
materials, identifying forged documents, and reconstructing digital events with a high level of
precision. Such technologies reduce the workload of experts and accelerate investigative procedures.
However, despite these advantages, forensic experts must continue to independently verify the
conclusions generated by automated systems in order to avoid technical mistakes and ensure
procedural fairness. Another promising direction is the use of artificial intelligence for combating
financial and economic crimes. Al systems are able to detect suspicious banking transactions, identify
illegal financial schemes, and analyze large volumes of accounting data much faster than traditional
methods. Considering the increasing complexity of financial crimes in the digital economy, such
technologies may significantly strengthen the effectiveness of anti-corruption and anti-money
laundering measures.

Given the transnational nature of cybercrime, international cooperation remains essential for the
effective regulation of artificial intelligence and the investigation of digitally enabled offences. Digital
technologies are not limited by national borders, and offences committed through the Internet may
affect several jurisdictions simultaneously. Consequently, international organizations are paying
increasing attention to issues related to Al governance, cybersecurity, personal data protection, and
the safeguarding of fundamental human rights. The development of common international standards
for the use of artificial intelligence may further strengthen cross-border cooperation and contribute to
global digital security.

It is also important for Kazakhstan to study international experience. This is because taking global
experience into account makes it possible to improve the country’s legal system and adapt law
enforcement activities to modern requirements.

With regard to the current legislation of the Republic of Kazakhstan, there is currently no special
law regulating the use of artificial intelligence technologies in law enforcement activities.
Nevertheless, legal relations in this sphere are indirectly regulated by several normative legal acts. In
particular, the Constitution of the Republic of Kazakhstan guarantees the protection of human rights
and freedoms, the inviolability of private life, and the protection of personal data. In addition, the Law
of the Republic of Kazakhstan «On Personal Data and Their Protection» establishes the procedure for
the collection, storage, and processing of personal information.

The norms of the Criminal Procedure Code define the procedures for collecting, examining, and
evaluating evidence. However, the current legislation does not clearly define the legal status of
information obtained through artificial intelligence systems, the conditions for using such information
as evidence, or the procedures for verifying the reliability of algorithmic processing results. This
creates a certain degree of legal uncertainty in law enforcement practice.

In our opinion, information generated by artificial intelligence should not be regarded as
independent evidence but rather as an additional informational tool subject to evaluation by
investigators and courts. This is because the operating principles of algorithms are not always
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transparent, and the possibility of independently verifying the accuracy of their conclusions may be
limited.

One of the main risks associated with the use of artificial intelligence systems is the possibility of
algorithmic errors. Such errors may lead to incorrect identification of individuals, inaccurate
predictions, or false conclusions. In the context of criminal proceedings, such mistakes may cause
significant harm to the rights and legitimate interests of citizens.

Kazakhstan’s legislation does not contain specific rules establishing liability for erroneous actions
of artificial intelligence systems. Therefore, determining the subject of liability remains a complex
issue. In our opinion, since artificial intelligence cannot be regarded as a full legal subject,
responsibility for the results of its operation should be imposed on the state body or specific officials
who introduced and used the system. In addition, high-risk algorithms should be subject to mandatory
independent audits and continuous monitoring.

Although the introduction of artificial intelligence technologies into the activities of law
enforcement agencies contributes to ensuring public security, the protection of citizens’ constitutional
rights must remain a priority. In particular, when using facial recognition systems and predictive
analytics tools, special importance should be attached to observing the principle of the inviolability of
private life.

In the author’s opinion, it is necessary to establish special legal foundations for the use of
artificial intelligence technologies in the activities of law enforcement agencies in the Republic of
Kazakhstan. Such a regulatory system should be based on at least four fundamental principles:
transparency of algorithms, mandatory human oversight, independent audit, and effective judicial
protection of citizens’ rights. In addition, it would be appropriate to adopt special legal norms
clarifying the evidentiary status of information obtained with the assistance of artificial intelligence
and establishing procedures for its use in court.

Thus, although artificial intelligence makes it possible to improve the efficiency of criminal
investigations, its application must be accompanied by legal safeguards, state supervision, and reliable
mechanisms for the protection of human rights. Only under such conditions will it be possible to
ensure the safe and effective implementation of artificial intelligence technologies in the law
enforcement system.

Conclusion

In summary, the findings of this research indicate that artificial intelligence is becoming an
increasingly important component of modern criminal investigations. The ability of Al-based systems
to process extensive datasets, identify patterns within digital information, detect relevant connections
between events, and support the examination of electronic evidence creates new opportunities for
improving investigative practices. These capabilities are particularly valuable in addressing
cybercrime and other offenses involving large volumes of digital data.

Despite the gradual integration of artificial intelligence into law enforcement activities in
Kazakhstan, the legal status of Al-generated results, the admissibility of digital evidence, and liability
for algorithmic errors remain insufficiently regulated.

The analysis conducted in this study suggests that information obtained through artificial
intelligence should not currently be treated as independent evidence in criminal proceedings. Rather,
it should serve as an auxiliary source of analytical support whose results require verification through
established procedural mechanisms.

Particular attention should also be paid to the risks associated with algorithmic inaccuracies.
Errors in data processing, biased training datasets, or technical limitations of Al models may affect the
reliability of investigative conclusions and, in certain circumstances, may lead to unjustified
interference with individual rights. For this reason, the legal responsibilities of developers, system
operators, and public officials involved in the deployment of such technologies should be clearly
defined.
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Based on the results obtained, it appears necessary to further develop the legal regulation of
artificial intelligence within the criminal justice system of Kazakhstan. This includes establishing
clear procedural rules for the use of Al technologies, defining standards for the assessment of digital
evidence, introducing independent oversight and auditing mechanisms, and strengthening safeguards
aimed at protecting fundamental rights and freedoms. Such measures would contribute to greater
transparency, accountability, and public trust in the use of Al-assisted investigative tools.

Ultimately, the effectiveness of artificial intelligence in criminal investigations will depend not
only on technological advancement but also on the existence of an appropriate legal and ethical
framework. In our opinion, artificial intelligence should be regarded as a supporting instrument that
enhances investigative capabilities rather than as a substitute for human judgment. Achieving an
appropriate balance between technological innovation, procedural fairness, and the protection of
human rights will be essential for the responsible integration of artificial intelligence into the criminal
justice system.
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